Secure File Transfer
Overview
In the course of doing business, SheerID may need to send and receive files to and from partners and customers. It is essential
that these files are transmitted and stored in a secure manner, as they may contain proprietary, personally-identifiable
information or other confidential data. This document outlines SheerID's approved strategies for such file transfers. While the
scope of this document is limited to the approved file transfer mechanisms, it is important for both parties to also ensure that
sensitive files are handled securely once they have reached their destination, and securely destroyed once their purpose has
been realized.

Inbound File Transfer (To SheerID)
The following methods are allowed for transferring a file from an external party to SheerID. With either of these strategies, the
SheerID contact will confirm the delivery and integrity of the file transferred immediately upon receipt.

Encrypted Email (PGP)
Sensitive files may be sent via an encrypted email or an encrypted email attachment to an approved SheerID email address
using its public PGP key (see Appendix A). There are a variety of software solutions available for encrypting email, including
OpenPGP, GPG4Win, Enigmail.

Secure FTP (FTPS)
SheerID can provision a secure FTP account for the sender to transmit the file. This server uses FTPS (explicit TLS over FTP,
not to be confused with SFTP) to ensure secure password and data transfer. Once the file has been transferred to SheerID, it will
be removed from the FTP server.
Server Details
Host: ftps.sheerid.com
Port: 21
Username: [generated upon request]
Password: [generated upon request, delivered via phone]
FTP Instructions
1. Install an "FTP Client" of your choice, such as FileZilla or CyberDuck for Mac
2. Once Open, input the hostname, username, and password provided by SheerID

3. Drag the file to transfer from your computer /local site (left side of screen) to the desired FTP location / remote site (right
side of screen)

4. Inform your contact at SheerID that the file has been transferred. You will be notified when receipt has been confirmed.
More information can be found on the Wikipedia page for FTPS.

Outbound File Transfer (From SheerID)
The following methods may be used to transfer a confidential file from SheerID to an external party. With either of these
strategies, the external contact should confirm the delivery and integrity of the file transferred immediately upon receipt.

Encrypted Email (PGP)
If a PGP public key exists for the external contact email address, SheerID may send an encrypted email or encrypted email
attachment to that address.

Secure FTP (FTPS)
SheerID may provision an FTPS account for the purpose of transmitting the file. If an FTPS account has already been
provisioned for an external party, that account may be used to send files back. The external contact should remove the file(s)
from the FTPS account once receipt has been confirmed.

Appendix A: SheerID Email Addresses with PGP Keys
The following key information may also be available on a key server, for example MIT PGP Public Key Server. As a result, these
keys may be discoverable from within a mail client.

alex@sheerid.com
-----BEGIN PGP PUBLIC KEY BLOCK----Version: SKS 1.1.3=02GV
-----END PGP PUBLIC KEY BLOCK-----

